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Abstract


Ubiquitous computing moves computation from the desktop environment into every area of our lives.  Instantaneous information and computation will be distributed over an array of small wireless networked devices.  These can be embedded in daily artifacts such as appliances, light switches, stereos, cellular phones, and watches. This capability will revolutionize computation, allowing it to take place anywhere and at anytime.  Rather than accessing data only via a monitor and keyboard, one might access data via voice-activated commands and view it on a neighboring wall.  Computation will be everywhere.  Such technology will allow doctors to access medical histories during surgery or help an architect view blueprints on site.  For this revolution to occur, however, an infrastructure with affordable technology needs to be established.  This capstone paper will consist of a history of ubiquitous computing and an examination of the current research in development.  Advancing technology, wireless protocols (Bluetooth, IEEE 802.11, and WAP), applications, current examples, and social implications will be discussed.
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Introduction


Over the past few decades, computers have become increasingly important in people’s daily lives.  Business people and computer aficionados are no longer the sole users of computers.  People everywhere have become “wired” to the Internet and have tapped into a massive database of knowledge made up of a network of commercial, business, personal, and governmental information.  The massive migration to the Internet due to affordable computers and Internet access will cause the emergence of a new paradigm of computing.  Ubiquitous computing will enable a world where the big computer on a desk ceases to exist as a central link to information, but instead a wallet would hold all of a user’s personal information as well as access the Internet.  Imagine walking into a grocery store and having all the sale items that match your shopping list display their location and price on your shopping cart.  This is the world of ubiquitous computing.


Ubiquitous computing started out as a research program headed by Mark Weiser (July 23, 1952 – April 27, 1999) at Xerox’s Palo Alto Research Center (PARC).  It was first envisioned as an answer to what is wrong with personal computing.  Computers are too hard to use, too complex, too isolating, too dominating, too big, et cetera.  What started out as research led to creating a new field of computer science that speculates on a physical world filled and invisibly interwoven with sensors, activators, displays, and computational elements embedded seamlessly in the everyday objects of our lives.  These objects would also be connected through a continuous wireless network (Weiser, 1999.)  

Definition

Ubiquitous computing is a method of enhancing computer use and efficiency by making multiple computers available throughout a physical environment while havingthem essentially invisible to the user.  The goal is to recess computers into the background, much like electricity has.  We no longer think about using electricity, we just do.  This kind of relationship needs to be established with computers in order to create a more comfortable computing environment.

Some examples of ubiquitous products are clocks that find the correct time after power goes out, paint that dusts itself, walls that selectively dampen sounds, and keys that can beacon when lost (Weiser, 1996.)  An example of what isn’t ubiquitous computing is personal digital assistants (PDAs.)  Even though these are Internet enabled portable devices, they do not understand their context and react correspondingly.  Another example of what isn’t ubiquitous computing is virtual reality.  It is actually the exact opposite of ubiquitous computing.  Rather than integrating the computer into the user’s environment, it fools the user into its computer-made environment (Weiser, 1993.)

Mobile computing seems similar on the surface, but it is not ubiquitous computing either.  Mobile computing deals more with the hardware implementation of many of the core networking ideas of ubiquitous computing such as wireless network hardware protocols and mobile IP addressing.  Though ubiquitous computers will use these aspects of mobile computing, they are not the same.  Mobile computing is neither a subset nor superset of ubiquitous computing, and they share many of the same goals.

History 


Ubiquitous computing will be the third major trend in computing history.  The first major trend was the Mainframe Era (1950s-1980s.)  In this era experts and students ran computers behind closed doors away from the eyes of the public.  When this era began, computers were so expensive and scarce that many people were forced to share one mainframe computer.  The first relationship between humans and computers was thus defined as many users to one computer.  In 1984 the number of people using personal computers surpassed the number of people using shared computers.  This marks the second phase of computing (Weiser, 1996.)


The Personal Computer Era (1980s-1990s) exposed computing to the masses and brought computers to many households.  The computer became a personal tool.  The computer on your desk was no longer a terminal, but your computer with your files on it.  This personal attachment created a new relationship with the computer.  It was no longer just a work tool, but a place to save writings and memos, to write a note to a friend, or to play a game.  The main problem with the relationship with the computer is that it occupies all of the user’s resources as they use it.  An analogy can be made to an automobile.  Both PCs and automobiles are relatively expensive special use items that require total attention to operate them (Weiser and Brown, 1999.)  The PC era pigeonholed the idea of computing to be time spent at a desk typing at a computer.  Ubiquitous computing is working against this solitary definition and is trying to expand the use of computers to more diverse areas of our life.  

The Internet provides the transition from today’s computing paradigm to ubiquitous computing, and merges the ideas and practices from both the Mainframe and PC era.  A large-scale client-server relationship exists where PCs act like web clients and mainframes become web servers.  This massive interconnection of personal, public, commercial, business, and government information creates a background for ubiquitous computing (Weiser, 1996.)

In the Ubiquitous Computing Era computers will be saturated in our physical environments and connected through a worldwide wireless network.  Some of the computers that we would access in a day could be very similar to the one’s we use today.  Some would be similar to the hundreds of computers we access in a few minutes of web browsing.  Others will be imbedded into walls, chairs, clothing, light switches, and books.  We will access and use them without thinking.  Though filling the world with networked mini-computers won’t be easy or fast, embedding them into our daily artifacts is not far fetched.

Almost all stereos, televisions, radios, microwaves, refrigerators, and automobiles have some sort of circuitry in them.  If they had an Internet server connected to them, they would have access to millions of sources of information.  Stereos would be able to download play lists.  You could turn on your microwave from work so that you could have a hot meal when you walked in the door.  Cars could be able to signal to your garage door to open when it was in your driveway.  The possibilities are endless.

Embedded computers may be thought to be analogous to two other ubiquitous technologies of the past.  Writing was once used solely as a tool to record and relay information to someone.  Now writing can be found on billboards, clothes, furniture, cars, and buildings.  We see it everywhere, yet it does not steal all of our attention.  It lies in the background of our lives, but we use regularly without thinking about it.  The same can be said for electricity.  We have learned to live with electricity; it becomes so second nature so that we hardly even think when flipping a light switch to brighten a room.  It exists everywhere, yet it is so commonplace that electricity disappears from our lives (Weiser, 1996.)  Mark Weiser states a similar goal for ubiquitous computing: “It’s highest ideal is to make a computer so embedded, so fitting, so natural, that we use it without thinking about it.”

Initial Applications
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Weiser and his research group came up with the first concrete ubiquitous applications between 1988 and 1994 at Xerox PARC.  They called their initial incarnations “Pads, Tabs, and Boards.”  The idea behind their creation was to create an environment where people could collectively take notes and brainstorm together.  Each board (eventually called LiveBoard) is used like a blackboard except that it is networked, and anyone with access to the PARC LAN can join in on a group discussion and add their own input through their pad or tab.  The PARCPad is a miniature computer that is about the size of a page of paper.  It is used for personal note taking and to add comments to the LiveBoard.  Each PARCTab is about the same size as a post-it note and is used in a similar fashion. Pads and tabs were designed to eventually become a disposable computer.

 An ActiveBadge was created for each user as well. The ActiveBadge is a beacon and identification, and is used to route the data from the wireless network to each device the user is communicating with.  Many companies and classrooms today use a similar system for an array of reasons.  Weiser envisioned that each user should have one badge, a couple of boards, tens of tabs, and hundreds of pads.  

Weiser’s creations were the first step of envisioning ubiquity.  There are many problems that need to be solved to enable technology to be immersed and used in the daily lives of users.  Hardware, software, and people’s perceptions of computation need to adapt to the needs of a ubiquitous environment. 

Transitional Phase


In order to establish a ubiquitous computing environment, an infrastructure of hardware, software, and communication must be engineered to provide adequate support.  To achieve this goal, standards need to allow devices to share data, applications, and resources like printers, data storage, and computation.  Wireless distributed networks and protocols are essential to allow small devices to communicate.  Small and affordable servers must also be provided to enable devices to have network connectivity. Communication mediums need to be coordinated so digital devices do not interfere with each other’s transmissions. Various levels of networking protocols provide this coordination.

For small devices to be able to function on a usable level, they also need to consume little power.  The key approach to reduce power consumption is to reduce the clocking frequency of a processor and increase parallelism (Weiser, 1993.)  Although required for ubiquitous computing, low power consumption is less a computer science issue as is a computer engineering issue, and will not be covered in the scope of this paper. 

Wireless Networking

The structure of a wireless network can be organized in a similar manner to wired networks.  The notions of local area networks (LANs) and wide area networks (WANs) both exist, but a new type of network has recently emerged: the personal area network (PAN.)  Wireless WANs (WWANs) are high power and range and are measured in kilometers.  These are used mainly in cellular communications.  Wireless LANs (WLANs) cover distances from ten to a few hundred meters, consume a large amount of power, and are used to network primarily laptops.  Until recently wireless networks have not been used due to high prices, low data rates, occupational safety concerns and [image: image3.png]


licensing requirements (Stallings, 2000.) 
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Wireless PANs (WPANs) connect mobile devices carried by users to other mobile and stationary devices.  The PAN is the most crucial part of a ubiquitous network because users will primarily access their information using devices in the PAN.  WPANs will be a central point of discussion throughout the paper. The range for such a device would be about ten meters (Zimmerman, 1999.)  Due to the short range of WPANs, there are many ways to implement them.  The following are options that can be used for the physical portion of a network.

Physical Mediums

Weiser’s ubiquitous computers used magnetic fields to implement a WPAN.  They had a range of six cubic meters per base station using a 5MHz carrier to achieve a 240Kbps transmission line and consumed 10 milliwatts of power.  The major benefit of using magnetic fields is that bodies do not impede them, and therefore human shielding is not an issue as it is in other wireless technologies (Zimmerman, 1999.)

A WPAN can also be implemented using an electric field that uses the body as a conduit for information.  Data connections could be established by touch or close proximity, which makes it perfect for WPANs.  Communication is achieved through near-field coupling and negligible radiation is emitted enabling the technology to be produced globally without having to license it.  The major deficiency is that the body also acts as a shield that could disable the device’s communication ability.  In practice, electric field PANs are best placed in the shoe.  This provides low impedance paths from the device, through the body, and to the ground which enables communication links to be easily established by touch and handshakes (Zimmerman, 1999.)

TV remote controls use a technology called infrared communication.  This is a low cost method of moderate range, low data rate wireless transmission.  Laptops use a faster version of infrared transceivers that achieve a data rate of 1Mbps at a range of one meter.  The biggest problem with infrared transmission is signal blockage.  It would be very hard for anyone in a crowded room to effectively communicate with devices around them for example.  Another issue is that transmitters require 300 megawatts per cubic meter of coverage, although receivers can operate at much less (Zimmerman, 1999.) This would be useful for broadcast networks, but its capabilities are limited for use in a ubiquitous environment.

Another option for wireless networking is radio frequencies.  Radio frequencies (RFs) are well suited for PANs.  The short-range requirements allow the use of low-power high-bandwidth data connections.  The greatest limitations of radio PANs are the international emission regulation and standardization of the physical and data link layers of a network.  The problem with RF transmission is that the electromagnetic spectrum remains a finite resource and every country has its own regulations for it.  Most bands are a licensed resource to limit interference.  These are used mostly for long distance communication, but small RF devices still need to be licensed.  Within the finite electromagnetic spectrum there are few areas that would be feasible to use.

The ultra-high frequency (UHF) radios should be considered for some applications due to their simplicity, low cost, low power consumption, and worldwide availability.  The UHF works in the range from 300MHz to 450 MHz, and is able to provide a bit rates up to 20Kbps.  UHF would be suitable to implement personal activity detectors, tracking, and other low-bandwidth telemetry.  UHF radio design offers engineers many choices of implementation as well.  The radio can be optimized for bit rate, cost, power consumption, sensitivity, and range.  The cost estimates are highly variable and based on volume, design, vendor, and technology (Zimmerman, 1999.)  This may be a very viable choice for WPANs in the future.

The most promising radios for widespread PAN deployment are in the 2.4GHz ISM band.  In the late 1970s Hewlett-Packard began experimenting with direct sequence spread spectrum transmission for wireless inter-terminal networking, and petitioned for the Federal Communications Commission (FCC) to release some spectra.  In 1985, after four years of research, the FCC released the ISM (Industrial Scientific and Medical) bands of spectra.  The ISM bands have the advantage of unlicensed worldwide support and high bandwidth capability (Zimmerman, 1999.)  

2.4GHz communication uses spread spectrum receivers which reduce interference and utilize the wide bandwidth.  They consist of an analog front-end that amplifies a signal from the antenna and a digital-processing unit gathers and recovers the data.  The amplified RF is ether converted to a lower frequency or directly digitized.  This technology is currently used in WLANs and cordless phones (Zimmerman, 1999.)

Networking Protocols

There are many options for implementing the physical layer of a network.  As well, there are many options for choosing a protocol for the data link and medium access layers of a WPAN.  The current WLAN protocol is the IEEE 802.11, and has been used in many products for laptop wireless networking.  Unfortunately, products consume too much power and have excessive range for many PAN devices (Zimmerman, 1999.)  Recently the Institute of Electrical and Electronics Engineers (IEEE) created a protocol for WPANs called the IEEE 802.15,which is based on another PAN protocol, Bluetooth.
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The Bluetooth Special Interest Group, and industry group of several major cellular phone and computer companies is developing a global specification for wireless devices.  This was initiated as a means to connect cell phones to laptop computers (Zimmerman, 1999.)  HomeRF, a consortium of major consumer electronics and computer companies, developed a specification for wireless communications in the home.  Its uses include interconnecting PCs, peripherals, and remote displays.  This could eventually be used to manage appliances, as well. 

Each radio technology exhibits very similar characteristics, yet they remain incompatible.  All of them use the 2.400-2.4385GHz frequency band, utilize frequency-hopping spread spectrum transmission schemes, and can support data rates of 1 or 2Mbps (Stallings, 2000.)  The major differences between them are their hop rate and power.  The incompatible HomeRF and Bluetooth specifications break the market for wireless devices into home and business.  It would be advantageous to have a universal standard so that the user could benefit from a connection independent environment.  Manufacturers would also benefit from being able to create products that would allow higher volumes of devices to be made (Zimmerman, 1999.)

For a wireless PAN to be useful, devices should be able to dynamically detect and use services provided by printers, displays, routers, and other resources.  More ambitious goals like using shared office printers, receiving a menu, pulling lecture notes off of a LiveBoard, or paying for gas would be enabled by wireless networking.  Spontaneous networks and service discovery are essential to the usefulness of PAN devices.  Like a browser is able point to any web page, a wireless device should be able to access innumerable services anywhere in the world.  There are many higher level protocols in development at companies, research institutions, and universities that provide the needed transport systems and service discovery.

Jini was started as a research project in 1994 at Sun Microsystems.  It is a network infrastructure running on top of Java to allow JVMs to announce and share services across a network.  Jini is Java code consisting of a 46Kb core of class library forms and conventions.  A goal for the project is to eliminate device configuration and driver installation.  Similarly JavaSpaces is an event driven system written in Java using remote method invocation to allow distributed computing.  Java remote method invocation has a set of application programming interfaces also (Zimmerman, 1999.)  It will most likely develop into the reservation and trading services industry.

Tspaces is a research project at IBMs Almaden Research Center.  It is written in Java and provides group communication, databases, URL based file transfer, and event notification services.  Tspaces provides a foundation for client applications that can be downloaded by proximity.  It can be used as a universal print, e-mail, and pager service.  This is similar to the Hive, a research project at MIT Media Laboratory to allow the construction and operation of distributed systems through networked computers.  Hive provides a structure for communication and control of devices and Java applications.  It uses remote method invocation and object serialization to call and move Java objects running on other JVMs.  This type of system will be very useful for ubiquitous environments because it could enable applications to follow the user.

Not only have wireless networking protocols been in development, but data formats have been as well.  Today HTML is the most popular data-formatting environment, but is not optimized for wireless networks.  HTML does not provide the means to convey data structures.  Extensible Markup Language (XML) is a language that lets designers create a markup language appropriate to the information and application.  For example the data about a dishwasher and a stereo are different.   XML would enable both types of data to be communicated in the same language.  Wireless Access Protocol (WAP) is designed for small devices.  It defines a markup language, mini-browser, scripting, telephone functionality, content formats, transport, and security.  WAP’s core is only 10Kb, and is currently utilized on cell phones.  Both of these data formats could be very useful in a ubiquitous environment (Zimmerman, 1999.)

Context Aware Computing

Many of the networking requirements to establish a ubiquitous environment have be met by today’s wireless technology and protocols, but applications must also evolve.  They will have to be location and context aware, requiring applications to learn and compute dynamically.  The user can explain contexts in many different ways even if they are doing the same thing in the same location.  Since contexts depend heavily on user’s needs and application, context awareness needs to be dynamic and adaptive. Knowing the context of the user leads to being able to improve the application, particularly the interaction with the user.

Kristof Van Laerhoven and Kofi Aidoo created a system to teach context to applications.  This research will be very useful to advancing applications to the level of sophistication that is needed for a ubiquitous environment.  Experiments were done with a small device with ten sensors on them.  The sensors are used to measure light, humidity, temperature, and sound.  The system merges the output from these sensors and maps the context description given by them to a description given by the user (Aidoo, 2001.)  

Cues for applications can be constructed by taking the raw data from these sensors and transforming it to a meaningful data structure by preprocessing the data with small routines.  Cues are significant for fast but accurate context recognition systems.  Unfortunately using cues results in a large input dimension which makes a mapping algorithm very slow in learning.  The Kohonen Self Organizing Map is very useful for organizing context and it’s previous applications.

The self-organizing map has artificial neurons that are activated topologically for tasks depending on sensory input.  It handles noisy data relatively well, which makes it a sensible choice for clustering the inputs. The labeling of clusters produced by the map is the only necessary user interaction.  This aids in classifying a context.  If a cluster cannot be labeled, a weighted k-nearest algorithm will usually find the closest label.  The topology preserving property of the self-organizing map makes it a very probable that the nearest label will indeed be the right context for the application (Aidoo, 2001.)

An additional layer on top of the map is used to supervise transitions from one context to another.  It uses a probabilistic finite state machine architecture where each context is represented by a state and transitions are represented by edges between the states.  The model keeps a probability measure for each transition, therefore each transition can be checked to see if it is likely.  Each transition to a state is dependent on the state before it, so this model is a first order Markov model.  Every state keeps track of how much time was spent in a particular context, which controls the flexibility of the maps.  The newer the context the more flexible and adaptive the map should be.  The result after some time is a graph depicting the behavior of a user with relation to the contexts visited (Aidoo, 2001.)  This information is vital in organizing and understanding a user’s computational habits.

Experiments implemented with ten sensors have provided interesting results. Simple activities are recognized within ten seconds with an accelerometer on the leg or hip.  Learning locations with light sensors proved very efficient, especially when cues, such as frequency of light, were used.   Research is currently being don on placement of sensors on clothing and devices, grouping of sensors for clustering, and redundancy of sensors to make the system robust (Aidoo, 2001.)   For context awareness to be effectively user-friendly, it is necessary that the system receive feedback from the user whenever the user wants to give it.  Therefore the system needs to be self-taught, which previously has only been implemented in special cases such as playing chess.  The likelihood of computers becoming context aware in the near future is slim, and will probably take decades to implement context awareness efficiently.

The infrastructure of hardware, software, and communication capabilities is currently unable to handle a truly ubiquitous environment.  As shown above, the technology for creating ubiquity is currently being developed, and there are hundreds issues to be solved in multiple industries to make ubiquity a realistic goal.  As well many wireless networking, computer user interface, and artificial intelligence solutions will need to be implemented in order for ubiquity to be used on the level Weiser envisioned. The next section will discuss the Bluetooth Networking Suite as the wireless networking solution most likely to succeed in enabling a ubiquitous environment in the near future.

Bluetooth 


As discussed in the previous section, there are many options for implementing a ubiquitous environment.  Ubiquitous environments and devices exist mainly in research laboratories, but mainstream companies are developing hardware, protocols, and applications that will aid in the dispersion of ubiquitous computing.  The array of options for transmission media and wireless networking protocols add to the flexibility of ubiquitous devices, but only one solution has gained enough market and public interest to support a ubiquitous environment.


The Bluetooth Special Interest Group (SIG) is a trade association comprised of leaders in the telecommunications, computing, and network industries that is responsible for the development of a low-cost, short range, wireless specification for connecting mobile devices, particularly cell phones, laptops, and PDAs.  Though these devices are not ubiquitous in the classical definition, they are the current solution for evolving computing into ubiquity.  One of the main reasons for Bluetooth’s successes are the companies and organizations involved in promoting the standard.  The Bluetooth SIG promoters include 3Com, Agere, Ericsson, IBM, Intel, Microsoft, Motorola, Nokia, Toshiba, and hundreds of Associate and Adopter member companies (BluetoothPAN, 2001.)  


The Bluetooth specification has gained enough popularity among the networking industry that the IEEE licensed wireless technology from the Bluetooth SIG, Inc. to adapt and copy a portion of the specification as base material for the IEEE 802.15 WPAN networking protocol.  The IEEE 802.15 standard is fully compatible with the Bluetooth v1.1 specification (IEEE, 2002.)  This recent development will secure the Bluetooth protocol as the consumer’s main option for personal area networking.  Ian Gifford, the IEEE 802.15 Working Group Vice Chair states, “The new standard [802.15] gives the Bluetooth specification greater validity and support in the market as an additional resource for those who implement Bluetooth devices.”


Unlike many other wireless standards, the Bluetooth wireless specification includes both link layer and application layer definitions for product developers, which supports data, voice, and content-centric applications. Radios that comply with the Bluetooth wireless specification operate in the unlicensed, 2.4 GHz radio spectrum ensuring communication compatibility worldwide. These radios use a spread spectrum, frequency hopping, full-duplex signal at up to 1600 hops/sec. The signal hops among 79 frequencies at 1 MHz intervals to give a high degree of interference immunity. Any device can handle up to seven simultaneous connections can established and maintained.  Currently the transfer rate is 1Mbps, but Bluetooth will soon be transmitting at 11Mbps.  The name Bluetooth derives from the tenth century Danish King Harald Blåtand ("Bluetooth"), who united Denmark and Norway and brought Christianity to Scandinavia.

PAN Networking with Bluetooth


There are two ways to network using Bluetooth devices.  Devices can form ad-hoc networks between personal devices or connect to a network access point, which would allow a Bluetooth device to access the Internet. Group ad-hoc networking is a collection of mobile hosts that cooperatively create an ad-hoc wireless network without the use of additional networking hardware or infrastructure.  A network access point is a device that contains one or more Bluetooth radio devices and acts a bridge, proxy, or router between a network (10BaseT, GSM, etc.) and the Bluetooth network.  Each network access point can allow one or more computing devices to access a remote network. Each of these devices will have access to all of the LAN’s shared resources (BluetoothPAN, 2001.)  Both Network Access Points (NAP) and Group Ad-Hoc Networks (GN) provide the facility for applications to use IP and other networking protocols.


A Bluetooth device that supports the NAP service provides some of the features of an Ethernet bridge to support network services.  Ethernet packets are forwarded from the NAP to all of the connected Bluetooth devices.  The device with the NAP service has an additional connection to different network media in which the Ethernet packets are either exchanged via Layer 2 bridging or Layer 3 routing mechanism.  Any Bluetooth device that can use the GN services is able to forward these Ethernet packets to each of the connected devices.  Thus, if any part of a GN is a NAP, then the rest of the GN is able to access any network the NAP is connected to.

GN alone do not provide access to any additional networks, rather GNs are intended to allow a group of devices form temporary networks and exchange information.  An example of this would be synchronizing a PDA with a laptop or desktop.  The user would simply make sure that the PDA and destination computer were within a couple meters of each other, and Bluetooth would do the rest of the networking.  Such a spontaneous network is known as a piconet.  A piconet consists of one Bluetooth device operating as the piconet master communicating between one and seven Bluetooth devices acting as slaves.  Communications in a piconet are between the master and the slaves and are under control of the master.  The master can communicate with the slaves in a point-to-point or multipoint fashion (BluetoothPAN, 2001.)

The structure of Bluetooth PANs allows for only seven devices per piconet, but provide valuable connectivity to outside resources using network access points.  As long as there are sufficient amount of network access points within an area, a ubiquitous environment can be achieved using Bluetooth.  With multiple access points in an office building, train station, or home a user can be as mobile as they want and still have access to the Internet.  

The limitation of seven simultaneous devices per piconet should not be a big problem to an everyday computer user, but it is still a limitation.  A doctor could potentially have hundreds of sensors on a patient, and would not be able to communicate with them all via Bluetooth.  Though Bluetooth does not fulfill all of the needs for a true ubiquitous environment, it is currently the best solution for wireless networking in a personal environment.  One of the most positive aspects of Bluetooth is its ability to communicate with other types of networks and support the popular protocols, which is done using the Bluetooth Network Encapsulation Protocol.

Bluetooth Network Encapsulation Protocol


The Bluetooth Network Encapsulation Protocol (BNEP) provides networking capabilities for Bluetooth devices and is used for transporting both control and data packets over a piconet.  BNEP provides similar services as Ethernet and includes support for common networking protocols such as IPv4, IPv6, IPX, and other existing and emerging protocols. The rules of network connectivity and topology defined for IEEE 802.3 must be applied to Bluetooth and be consistent with 802.3 media (BluetoothBNEP, 2001.)  The BNEP is a very flexible system that allows for multiple protocols to be used over a Bluetooth network while optimizing packets for low-bandwidth transmission. 
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Before understanding how BNEP enables Bluetooth transmission, it is important to understand the underlying structure of the Bluetooth network stack.  The lowest level of the stack is the radio layer, which defines the transmission requirements for a Bluetooth transceiver.  The Bluetooth Baseband is the physical layer and controls and manages linking.  Above it, the Link Manager Protocol manages the physical linking provided by the Baseband.  The Bluetooth Logical Link Control and Application Layer (L2CAP) provides the data link layer for Bluetooth. The Service Discovery Protocol (SDP) is used to communicate what types of services a particular Bluetooth device has to offer (BluetoothPAN, 2001.)  The Radio, Baseband, LMP, and L2CAP are part of the protocol that reside on the OSI layers 1 and 2.  There exists a Management Entity (ME) that can control any layer of the stack, and would be shown on the stack as a vertical bar that can connect to any layer.

Bluetooth Packets sent over the Bluetooth media are based on Ethernet/DIX framing as defined by the IEEE 802.3 protocol.   BNEP encapsulates packets from various networking protocols, which are transported directly over the L2CAP.  BNEP removes and replaces the Ethernet header with the BNEP header while the payload remains unchanged.  After BNEP contains the data to be sent both the BNEP header and the Ethernet payload are encapsulated by the L2CAP and are transmitted over the Bluetooth media.  Since Bluetooth devices have a relatively slow transfer rate, the designers knew they would have to save bandwidth.  As illustrated in the figure below, the Ethernet header (14 bytes) is replaced by the BNEP header and L2CAP header (combined 5 bytes) which saves two-thirds the space.  If many small packets are being sent over a network, this could save an enormous amount of transfer time.  

The ability to transfer messages from any protocol type over the Bluetooth media is enabled by the encapsulation technique.  Though this is a very simple concept, from a networking perspective it works wonderfully.  Rather than having to deal with the packet itself, the network wraps it and sends it on the receiver to deal with what is inside.  BNEP controls the formatting and transmission of data over two (or more) devices, but also relies heavily on the layers below to connect them.

Service Discovery and Connection


Service discovery and connection allows devices to find each other and use any application residing on that device.  These are most commonly network services provided by a NAP or GN server.  They can range from a directory listing of all the routers in an area to an e-mail protocol.  The ME controls initialization of the connection with a NAP/GN server.  First the PAN device performs an inquiry to discover which NAPs or GNs are in radio range.  The PAN device then sorts the nearby servers by specific criteria defined either by the user application or the user itself.  The PAN device then scans down the list looking for connections (BluetoothPAN, 2001.)  

To establish a service connection the device requests the creation of a L2CAP channel with the chosen server.  There can only be one of these connections between two devices per radio transceiver.  The service selection is kept on the NAP/GN server in service records.   These services are then made public via the SDP.  On a NAP/GN, the existence of a service must be registered in the Service Discovery Database.  A regular PAN device may also register a PAN service in this database as well.  It is possible for a device to be both a NAP and a PAN device, therefore the device could register both types of services with the database.  Once connections and channels are initialized, Bluetooth PAN devices are free to access the service.
Bluetooth Security


As wireless communications become more relied on for data communications, a security mechanism must be in place in order to provide protection of the participants against unauthorized participants in a network and eavesdropping on link layer communication.  Bluetooth can provide this, but cannot protect participants from the malicious behavior of other participants in the same PAN or through a NAP.  There are three types of native security in Bluetooth: non-secure, service level enforced security, and link level enforced security.  The service level security is not initiated until after the L2CAP connection of two devices, where link level security before the link setup is completed (BluetoothPAN, 2001.)


There are also security mechanisms in place for entire PANs.  In a ubiquitous environment a user could be able to contact any other user at any time.  If someone doesn’t want to be contacted, they should be able to control whether or not they are available for contact.  This kind of system is set up with today’s phone lines.  If someone doesn’t want to be contacted, they don’t list their number.  There is a similar system in Bluetooth.


There are three options for authorization to a PAN, which are set and stored by the NAP/GN and are indicated in the service record of each device.  An open PAN allows any type of traffic to access the PAN.  Authorization (checking to see if a device is allowed to communicate) can be required on the BNEP or IP layer.  As well, Authorization and Authentication (confirming the device is who they say they are) can be required.  This can be done at the Bluetooth, Ethernet, or IP layers.


Encryption is another technique to make sure that unwanted snoopers aren’t looking through personal or secret information.  There are two levels of secrecy for PAN devices: clear mode and encrypted mode.  The encrypted mode encrypts data where the clear mode allows for open communication of data.  Both of these can be done at the baseband or BNEP/IP level.
All devices should support the Bluetooth security mechanisms and provide link-layer security. A method of establishing secure link keys between the devices must be used.  In Bluetooth, one such method is specified using Bluetooth PIN values to ensure encryption.  The PIN values are very similar to the public and private key combination of the RSA encryption code.  The combination of frequency hopping 1600 per second, encryption, authentication, and authorization provides ample amount of security for an everyday user of Bluetooth.

Prioritization and Multicasting


Bluetooth follows both the IEEE 802.1p and 802.1d specifications of frame prioritization and multicasting.  Bluetooth devices implementing the BNEP specification must be able to interpret both of these headers in order to determine the network protocol type.  The 802.1p can be used to determine the prioritization of packets and thus allowing higher priority packets to reach their destination faster whether or not it is sent over a Bluetooth network (BluetoothBNEP, 2001.)  The 802.1d standard states that Ethernet broadcast and multicast frames must be transmitted to all operational bridge ports.  Unfortunately, NAP/GN have to transmit each of these frames separately to each connected device. This slows down a multicast or any other information being sent at that time.  Though multicast is not implemented very well, Bluetooth shows its robustness through implementing and supporting many Ethernet functions.

Examples of Bluetooth Devices


Currently there are around 600 Bluetooth devices registered at the Bluetooth web site.  Registered devices could be anywhere in the development phase, from idea to finished product.  Most of these are peripherals for laptops, PDAs and cell phones, though there are a few companies producing very ubiquitous devices.  Particularly, Toshiba has registered a microwave oven that will be able recognize approximately the type of food in the microwave and download the correct time and frequency to heat the food item.  Toshiba has also registered a Bluetooth compatible washer and dryer set.  This will most likely be used to remotely start and stop laundry. This type of ingenuity will propel us into the Ubiquitous Era.


Currently manufactured Bluetooth devices are designed to make a computer and it’s peripherals wireless.  Wireless does not mean ubiquitous, but the more people start using wireless devices, the more likely it will be that computation will become ubiquitous.  There are many advantages of not using wires, and as technology progresses the price of short-range wireless devices are dropping.  The drop in cost allows companies to produce devices and provide the public with competitive solutions.  

An example of an affordable Bluetooth device is a printer adapter.  This adapter hooks up to a computer and printer just as a cable would, but allows the computer and printer to communicate wirelessly.  Any other Bluetooth enabled device would be able to print just by standing within the vicinity of the printer.  Another example of relatively cheap peripherals is the Ericsson wireless headset for cell phones and laptops.  Rather than attaching a wire to a cell phone, which can inhibit certain actions, the user is able to communicate without a problem.  These simple solutions to every day problems are what will attract users to Bluetooth and eventually ubiquitous computing.

The Bluetooth wireless protocol has been established as the current solution to wireless needs, and is supported by major companies and standardization organizations.   Bluetooth devices are being designed and manufactured, but they haven’t been dispersed through the consumer market to be considered an enabling technology for ubiquitous computing.   Both Europe and Japan are starting to use Bluetooth, but the protocol and the devices enabled by it have not become popular in the United States.  Both Japan and Europe were using cellular technology earlier than the United States due to the costs of ground lines.  The United States could be behind in utilizing Bluetooth as well due to its lack of dependency on cellular technology.  Whether or not the United States is behind in utilizing Bluetooth, worldwide social acceptance of small wireless devices is needed in order to establish a ubiquitous environment.

Social Implications

For Ubiquitous computing to become successful, it has to be embraced by the public as well as the business markets.  There are many design issues to be worked out in order to allow computing to take place anywhere and anytime.  Not only will computers have to adjust to human interaction, people must adjust to computers.  Just as cellular phone ethics have evolved with widespread use, so will ubiquitous computing ethics.  With computers being everywhere, our social interactions and environment will change as well.


Computers have been designed primarily as devices to be used by a solitary person and can interfere with social encounters.  When two people try and share a computer the social interference becomes apparent.  Experienced computer users usually expect technology to have a negative impact on social interactions.  Even within a highly technical community, most users believe that computer use decreases social activity (Dryer, 1999.)  If computers are to be everywhere, then they need to be able to either become passive in a social environment or be able to facilitate social interactions.


Humans prefer to have relationships with humans rather than machines.  Ubiquitous computers may unexpectedly inhibit rather than facilitate social interactions.  Unfamiliar devices may trigger negative stereotypes that are strong enough to overwhelm other information that a person has about the human counterpart.  Devices that are hard to share may make their users seem disagreeable and withdrawn.  Certain kinds of familiar human-machine interactions, like writing or speaking, must be utilized in order to minimize this effect.  These familiar communication forms may avoid some of the negative impact.  

Since our current devices have not been designed to support social interaction, they can make users appear unattractive.  Dryer, Eisbach, and Ark constructed a research project where participants tried to use computers in a social interaction.  They used an array of computers from PDAs to wearables in order to study different devices.  Participants in the social computer interaction research failed to discount the use of devices when judging their conversation partner.  Instead they made inferences about the person using the device.  Even when a user is not responsible for the device, it communicates a social statement about the user.  At a fundamental level humans think about social groups as in-groups and out-groups.  Technology itself may be a powerful marker in identifying group membership (Dryer, 1999.)

An implication of the research is that widespread use of ubiquitous computers can change the ways we see our social lives and the people involved in them.  Given the importance of social relationships in our lives, we will only adopt devices that support, rather than inhibit such relationships. If ubiquitous computing is to be successful, it needs to support human social life.  The task of programming a computer to understand languages is still not complete; it will take decades before computers will understand spoken intonations and contexts.  


Ubiquitous computing will change the environment we work, live, and play in.  Ubiquitous systems allow people to be reached at anytime anywhere. It will also make available useful personal information, including present location, but individuals need ways to only communicate with trusted users.   Individuals also need ways to politely avoid interruptions when they can’t communicate. Ubiquitous devices will have to incorporate new social functionality before they will become favorable among users.  Designers of successful ubiquitous solutions will incorporate the mechanisms behind interpersonal satisfaction and collaborative productivity.  By designing for social computing applications, they will move ubiquitous computing away from social hindrance and toward social acceptance.  Without social acceptance ubiquitous computing cannot survive. 

Conclusion

Ubiquitous computing will revolutionize human’s interaction and use of computers, but the revolution will not happen overnight.  Ubiquitous computing as defined by Mark Weiser will not exist for a few decades.  There are too many issues that need to be resolved before computation can exist everywhere.  Currently technology can handle a simplified ubiquitous environment in a controlled setting, but does not have the infrastructure or mass appeal needed to disperse inexpensive network-enabled computers.  Computers are already immersed in our environment, but are self-contained.  All types of manufacturing and commercial markets need to adopt the idea of embedding products with a network-enabled device.  Once this happens consumers need to realize the potential for ubiquitous devices.


The possibilities enabled by utilizing an interconnected network are endless.  Shipping companies could have packages sort and ship themselves much like packets are sent over networks today.  A stockbroker could store his portfolio in his watch and do active trading with it on the New York Stock exchange whether or not he was in New York.  TVs could track viewing habits and recommend shows depending on a person’s taste.  Ubiquitous devices will enable today’s computation and communication to occur in a familiar fashion like voice recognition or writing rather than via keyboards and mice.  


Until distributed networks gain the sophistication and robustness to handle constant human interactions on a level we are familiar with, we are stuck with dialing up, typing, pointing, and clicking.  Computer systems are constantly changing to catch up with user’s needs, and current technology trends show that ubiquity may be realized utilizing technology we have available today.  

Ubiquitous computing is the optimal choice for making computation easy to access and use, but may interfere with our lives in ways we yet expect.  Everything in life is a balance, and when one problem is solved there is always another to take it’s place.  There is only one way to find out if ubiquitous computing will work for the world, and that is to try it.  All of the major computer companies have started investing large amounts of research and money into creating useful devices to distribute computation, just as all major computing companies invested in networking twenty-five years ago.  Now, there are Internet terminals available in almost all public spaces. Who knows what research about ubiquitous computing will bring?  Twenty-five years from now we might have a computer modeled after Hal from 2001: A Space Odyssey controlling all of our computation needs. Computation as we know it is constantly changing and evolving and will eventually end up as ubiquitous computing.  Until then the only communication with computers we will have is the ominous glare of the monitor, the sound of the cooling fan, and the clicking of our fingers. 
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